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 A ctor Kev�n Costner sa�d �t best �n the 
2006 mov�e The Guardian, �n wh�ch he 
played a legendary U.S. Coast Guard 

rescue sw�mmer. Dur�ng a conversat�on w�th 
one of h�s young charges, he sa�d, “There w�ll 
come a t�me when you m�ght have to dec�de 
who l�ves and who d�es out there. It’s a ter-
r�ble respons�b�l�ty, but �t’s one you w�ll have 
to make . . . . The b�gger real�ty �s �t’s also 
someth�ng you are go�ng to have to l�ve  
w�th as a human be�ng.”

W�th l�fe and death on the l�ne, �t �s �mpos-
s�ble to overstate the value of new technolo-

g�es that save l�ves, espec�ally when they 
reduce the r�sk to c�t�zens, law enforcement 
off�cers, and sold�ers. One such technology �s 
through-the-wall surve�llance (TWS). 

TWS technology helps off�cers to deter-
m�ne �f someone �s �n a room before putt�ng 
themselves �n harm’s way and to save l�ves 
by us�ng mot�on and �mages to d�fferent�ate 
between a hostage and a hostage-taker. It 
can also detect mot�on through floors and 
rubble follow�ng a bu�ld�ng structure fa�lure 
and, therefore, help �n the search for surv�-
vors. It allows users to conduct room-to-room 
searches for suspected terror�sts, map the 
�nter�or of bu�ld�ngs, and f�nd m�l�tary combat-
ants and weapons caches—all through an 
�nter�or or exter�or bu�ld�ng wall. Certa�n TWS 
technolog�es do not even need to be placed 
aga�nst a wall and can be used to perform 
standoff searches, for example, from a  
veh�cle �nto a bu�ld�ng.
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Value to Law Enforcement

In the f�eld of law enforcement, the poss�b�l-
�ty of off�cer �njury and death �s all too real.  
In the decade between 1996 and 2005, 
more than a half m�ll�on (566,626) off�cers 
were assaulted �n the l�ne of duty. In that 
same per�od, 575 off�cers were k�lled— 
19 of them dur�ng tact�cal s�tuat�ons �nvolv-
�ng barr�caded offenders, hostage-tak�ng, 
and h�gh-r�sk entry.1

These s�tuat�ons �nvolve the r�sk�est of  
cond�t�ons for law enforcement, and  
consequently, many agenc�es have spec�ally 
tra�ned emergency response teams (ERTs) 
or spec�al weapons and tact�cs (SWAT) 
teams to handle them. ERTs and SWAT 
teams often have access to spec�al�zed 

f�rearms and weapons, heavy body armor 
and ball�st�c sh�elds, equ�pment for forced 
entry, covert commun�cat�ons, v�deo and 
aud�o surve�llance technolog�es, and spec�al 
veh�cles that can help �mprove responses 
and �ncrease safety. 

TWS technology could undoubtedly  
help these men and women �n the f�eld  
(see s�debar on p. 22, “Through-the- 
Wall Surve�llance: Reduc�ng R�sk to Law 
Enforcement”). W�th the potent�al benef�ts  
of th�s technology, however, come concerns 
about h�gh cost, l�m�tat�ons �n ab�l�ty, and  
pr�vacy and pol�cy �ssues. These areas must 
be addressed to ensure that th�s technology  
�s developed and �mplemented effect�vely  
to reduce the r�sk to law enforcement and 
save l�ves.

EVALuAtinG tHrouGH-tHE-wALL SurVEiLLAncE tEcHnoLoGy 
The Nat�onal Inst�tute of Just�ce 
(NIJ) �s currently evaluat�ng 
through-the-wall surve�llance (TWS) 
technolog�es �n a controlled env�ron-
ment. The Inst�tute has funded the 
construct�on of test walls at the A�r 
Force Research Laboratory �n Rome, 
New York, where the eff�cacy of 
some TWS technolog�es �s be�ng 
tested. Such controlled evaluat�ons 
set clear performance cr�ter�a, allow 
compar�sons between systems 
that are commerc�ally ava�lable, and 
def�ne future research and develop-
ment pr�or�t�es.

NIJ also loans technolog�es to law enforcement and correct�ons off�cers for  
evaluat�on �n real-world s�tuat�ons. These off�cers often f�nd creat�ve ways to use 
the technology not env�s�oned by the manufacturer or NIJ dur�ng development. 
Best-use pract�ces are developed and passed on to other agenc�es. For example, 
the pol�ce department �n Cobb County, Georg�a, �ntegrated the T�me Doma�n Radar 
V�s�on TWS system w�th �ts Peace Keeper SWAT veh�cle. The department �nstalled 
the system on an art�culated arm that can look through f�rst- or second-story walls. 
V�deo transm�ts to the �nter�or of the SWAT veh�cle, allow�ng the v�ewer to rema�n 
�n a safe locat�on. Such evaluat�ons prov�de law enforcement w�th hands-on use, 
the manufacturer w�th feedback on �ndustry needs, and NIJ w�th �nvaluable �nfor-
mat�on �n sett�ng research and development pr�or�t�es for the future. 
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tHrouGH-tHE-wALL SurVEiLLAncE: rEducinG riSk to LAw EnforcEMEnt 

Through-the-wall surve�llance (TWS) 
technology could prove �nvaluable  
to law enforcement off�cers, part�cu-
larly �n h�gh-r�sk s�tuat�ons �nvolv�ng 
hostages and barr�caded offenders 
(see ma�n story). The 2005 FBI Un�form 
Cr�me Report of Law Enforcement 
Off�cers K�lled and Assaulted (www. 
fb�.gov/ucr/k�lled/2005/k�lledsummar�es.
htm) descr�bes �nc�dents �n wh�ch TWS 
technology could have a�ded respond-
�ng off�cers and perhaps saved the�r 
l�ves. Study�ng �nc�dents l�ke these  
prov�des �ns�ght �nto how technology 
and rev�sed pract�ces can enhance  
off�cer safety.

■ On January 19, 2005, the 42-year-old 
sher�ff of the Greenwood County 
Sher�ff’s Off�ce (Kansas) was shot 
and k�lled wh�le attempt�ng to exe-
cute an arrest warrant. The sher�ff, 
along w�th two deput�es, arr�ved at a 
res�dence where they encountered 
two people who sa�d that the subject 
of the warrant was not �n the house. 
The two deput�es secured the out-
s�de of the house wh�le the sher�ff, 
who had 26 years of law enforce-
ment exper�ence, searched �ns�de. 
Wh�le the sher�ff was stand�ng near 
the sta�rcase, the subject emerged 
from h�s h�d�ng place, placed a 
revolver to the sher�ff’s chest,  
and f�red tw�ce. 

■ An off�cer w�th the Fort Worth Pol�ce 
Department (Texas) was shot on 
November 29, 2005, wh�le attempt-
�ng to arrest the alleged subject of a 
felony warrant. The 17-year veteran 
off�cer and two other off�cers arr�ved 

at a res�dence where they thought 
the subject was stay�ng. A female 
met the off�cers at the door and 
told them that the man for whom 
they were search�ng was not �ns�de. 
She �nv�ted the off�cers �ns�de and 
gave them perm�ss�on to search the 
rooms. As the off�cers approached  
a bedroom and opened the door,  
a man �ns�de the room f�red at them. 
In the exchange of gunf�re that  
followed, the assa�lant shot the  
off�cer �n the head. Two days later, 
the off�cer d�ed.

■ A young female called the Newton 
Pol�ce Department (Kansas) late  
on the even�ng of Apr�l 8, 2005,  
stat�ng that her mother was engaged 
�n a domest�c d�sturbance w�th the 
mother’s boyfr�end, who was armed. 
ERT off�c�als and hostage negot�ators 
arr�ved at the scene of the declared 
hostage s�tuat�on and establ�shed 
a per�meter barr�cade. The suspect 
den�ed that he had any weapons  
and agreed to a face-to-face meet�ng  
w�th the negot�ators at the door of 
the res�dence. As ERT personnel 
escorted two negot�ators, the sus-
pect opened the front door, then 
slammed �t shut after the female 
�ns�de sa�d someth�ng that angered 
h�m. Bel�ev�ng that the hostage was 
�n �mm�nent danger, off�cers forced 
the�r way �ns�de. The suspect f�red 
and mortally shot a deputy sher�ff, 
the f�rst ERT off�c�al to cross the 
threshold. The suspect then shot 
a detect�ve, wound�ng h�m �n the 
hands, arm, and leg. 

iraq: the war’s role in  
twS Evolution

TWS technology typ�cally has been devel-
oped for m�l�tary use; however, �t �s now 
trans�t�on�ng to law enforcement as costs 

have become more affordable. Although 
TWS has been the subject of research and 
development for the past 10 years, the  
war �n Iraq has moved �t to the forefront. 
The Defense Advanced Research Projects 
Agency (DARPA), the central research and 
development organ�zat�on for the U.S. 

http://www.fbi.gov/ucr/killed/2005/killedsummaries.htm
http://www.fbi.gov/ucr/killed/2005/killedsummaries.htm
http://www.fbi.gov/ucr/killed/2005/killedsummaries.htm
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Department of Defense, rap�dly �ntroduced 
the Radar Scope dev�ce, a portable handheld 
dev�ce des�gned to penetrate 12 �nches  
of concrete and 50 feet beyond that �nto  
a room.2 Barely larger than today’s stud 
detectors, we�gh�ng only 1.5 pounds, and 
runn�ng on two AA batter�es, the Radar 
Scope rel�ably detects mot�on as sl�ght as 
breath�ng and transm�ts �nformat�on on 
where �n the room the mot�on �s occurr�ng. 
W�th a projected pr�ce of $1,000, th�s  
technology �s expected to make a qu�ck  
trans�t�on to SWAT teams and, most l�kely,  
to general law enforcement. 

DARPA has also prov�ded support for a  
larger Sold�erV�s�on dev�ce, wh�ch creates  
a two-d�mens�onal color �mage dep�ct�ng 
range and d�stance to objects �n mot�on.3 
Th�s dev�ce penetrates 60 feet �nto a room 
and has a standoff capab�l�ty, allow�ng �t  
to be 30 feet away from a wall and st�ll  
penetrate 30 feet �nto the room. It can  
prov�de �ntens�ve target detect�on out to  
9 feet, detect�ng someone h�d�ng �n a closet 
or a crawl space, for �nstance. Although 
the Sold�erV�s�on dev�ce does not comply 
w�th Federal Commun�cat�ons Comm�ss�on 
(FCC) cert�f�cat�on for use �n the Un�ted 
States,4 another vers�on, the RadarV�s�on2 
dev�ce,5 �s FCC cert�f�ed.6 The range of the 
RadarV�s�on2, however, �s cut �n half, pro-
v�d�ng a penetrat�on of 30 feet �nto rooms. 
It also sells for more than $20,000, putt�ng 
�t out of reach for many law enforcement 
agenc�es.7

On the h�gh-end of TWS capab�l�t�es—and 
pr�ce—�s the Camero Xaver™ 800 product, 
wh�ch produces a 3-D d�splay of a room �n 
real t�me.8 Full 3-D �mag�ng can be accom-
pl�shed up to 26 feet, and �t has an extended 
�mag�ng range of up to 65 feet. Operators 
can see not only the shape of the room,  
but also f�gures mov�ng around or �n one 
place w�th�n the room. A person’s he�ght  
and d�stance from walls or objects can  
be est�mated qu�te eas�ly. The system  
�s generally cons�dered too expens�ve  
for law enforcement. Its manufacturer �s  
currently develop�ng a Xaver™ T system, 
wh�ch should be lower �n cost.

current Limitations of  
twS technology

Current TWS technology �s l�m�ted �n what 
�t can do. Metal �n walls and metal-backed 
�nsulat�on can block the ab�l�ty to see �nto 
a room, and most TWS technolog�es pro-
v�de a lower resolut�on �mage compared to 
v�deo �mages. Each p�xel �n the TWS �mage 
represents an �nch or more across the tar-
get, mak�ng �t very d�ff�cult to d�fferent�ate 
between a cell phone and a handgun, for 
�nstance. 

Although the ab�l�ty to produce �mages  
of mov�ng people, f�xed objects, and  
room structure makes th�s technology  
very attract�ve to law enforcement, sys-
tems that offer an actual v�deo currently 
are too expens�ve for pol�ce departments. 
Meanwh�le, the less expens�ve systems  
prov�de only an �nd�cator of mot�on on the 
other s�de of a wall—wh�ch, for example, 
could be an armed person or an an�mal.

Privacy issues Exist

TWS technology ra�ses s�gn�f�cant pr�vacy 
�ssues: Does �t v�olate a person’s Fourth 
Amendment r�ght aga�nst unreasonable 
search and se�zure?

In some s�tuat�ons, th�s technology would 
const�tute an unreasonable search of a 
home unless a warrant w�th probable  
cause had been �ssued. The pr�mary  
except�on would be �n emergency or  
ex�gent cond�t�ons. There �s a s�gn�f�cant 

TWS technology allows users to conduct  
room-to-room searches, map the  
interior of buildings, and find military  
combatants and weapons caches—all  
through an interior or exterior building wall.
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body of case law that descr�bes such cond�-
t�ons; perhaps the clearest explanat�on �s:

A search �s reasonable, and a search  
warrant �s not requ�red, �f all of the  
c�rcumstances known to the off�cer  
at the t�me would cause a reasonable  
person to bel�eve that entry or search 
was necessary to prevent phys�cal harm 
to the off�cer or other persons, the 
destruct�on or concealment of ev�dence, 
the escape of a suspect, and �f there was 
�nsuff�c�ent t�me to get a search warrant.9

In tact�cal s�tuat�ons �nvolv�ng barr�caded 
offenders and hostage-tak�ng—s�tuat�ons �n 
wh�ch there �s not suff�c�ent t�me to obta�n 
a search warrant—�t �s fa�rly reasonable to 
assume that the use of TWS technology 
would prevent phys�cal harm to an off�cer 
or other person. When serv�ng h�gh-r�sk 
warrants, however, �t �s not reasonable to 
assume that there �s �nsuff�c�ent t�me to  
get a search warrant for a known address. 
In other words, even though serv�ng a 
h�gh-r�sk warrant may present a r�sk to law 
enforcement, the serv�ng of the warrant �s 
not typ�cally t�me-cr�t�cal. Thus, us�ng TWS 
technolog�es to search a prem�ses would 
requ�re the appropr�ate search warrant 
under current legal precedent.

The use of TWS technolog�es �n all s�tua-
t�ons must follow clearly def�ned pol�c�es 
and procedures that have been vetted by  
an agency’s command and legal staff.

federal coordination

In the 1990s, the Technology Pol�cy Counc�l 
(TPC) was formed at the d�rect�on of the 
U.S. Attorney General to prov�de a forum 
for Federal agenc�es to share �nformat�on 
about the�r research and development of 
law enforcement technology. Adm�n�stered 
by the Nat�onal Inst�tute of Just�ce (NIJ), 
TPC prov�des an opportun�ty for agenc�es 
throughout the Federal Government  
to leverage projects, where �t makes  
sense, to avo�d dupl�cat�on of efforts and  
to max�m�ze the return on �nvestment.  
The Deputy Attorney General serves  
as the cha�r of TPC. 

At a December 2006 TPC meet�ng spon-
sored by the U.S. Department of Just�ce, 
representat�ves from several government 
agenc�es shared �nformat�on on the�r  
TWS technology programs. The meet�ng 
revealed s�gn�f�cant �nterest and �nvestment 
�n detect�ng objects and people �n bu�ld�ngs 
and prov�d�ng surve�llance �nto a structure 
pr�or to entry. The meet�ng also revealed  
the need for standards and test protocols  
to ensure that:

■ Performance �s object�vely measured  
and evaluated �n the laboratory and  
�n the f�eld.

■ Systems are �nteroperable w�th data- 
shar�ng and command and control  
env�ronments.

■ Performance object�ves for future 
research and development are  
real�st�cally set. 

Federal agenc�es w�ll cont�nue to coord�nate 
to ensure that they have �dent�f�ed and  
d�scussed the �mportant �ssues surround�ng 
pr�vacy and human subject �mpact assess-
ments. W�thout an upfront understand�ng  
of the legal and health �mpl�cat�ons posed  
by TWS technology, cr�m�nal just�ce agen-
c�es could face problems they had not 
cons�dered—problems that may be eas�ly 
avo�ded through coord�nat�on and pol�cy 
plann�ng.

where to Go from Here?

TWS technology cont�nues to evolve and 
�mprove. In July 2006, the Off�ce of Naval 
Research �n�t�ated a Transparent Urban 
Structures program to collect and �ntegrate 
�nformat�on to determ�ne the �ntent of 
above- and below-ground structures and 
qu�ckly get the r�ght data to the r�ght user.10 
The program seeks to prov�de m�l�tary per-
sonnel w�th an �ntu�t�ve, portable �nterface 
that presents a clear, real-t�me p�cture of the 
battlef�eld and threats, l�kely enemy courses 
of act�on, and act�onable �ntell�gence of the 
s�tuat�on surround�ng them. 
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DARPA has a major program under way 
called V�s�bu�ld�ng, wh�ch �s develop�ng  
further technolog�es for sens�ng people  
and objects �n bu�ld�ngs.11 A key component 
of th�s project �s mak�ng technology useful 
dur�ng a range of operat�ons—from pre- 
m�ss�on plann�ng to f�nd wh�ch bu�ld�ngs 
should be searched, through post-m�ss�on 
analys�s to f�nd h�dden objects or people.

NIJ �s also work�ng to advance TWS 
research, development, and evaluat�on 
through �ts sensors and surve�llance  
portfol�o and sol�c�tat�on for proposals.12 
Through a 2006 sol�c�tat�on, the Inst�tute  
�s fund�ng a research project to add an 
acoust�c TWS capab�l�ty to the T�meDoma�n 
system, wh�ch uses ultraw�de band radar 
TWS technology. Because radar currently  
�s blocked by metal walls or alum�num-
backed �nsulat�on, an acoust�c capab�l�ty 
would allow the TWS dev�ce to prov�de 
some surve�llance capab�l�ty to penetrate 
through those walls. A prototype system 
�ntegrat�ng radar and acoust�c capab�l�t�es 
should be complete �n early 2008.

As the capab�l�t�es, cost, and ava�lab�l�ty of 
TWS technology cont�nue to �mprove, there 
w�ll be many more opportun�t�es to save l�ves 
by reduc�ng the r�sk to law enforcement �n 
tact�cal s�tuat�ons so that off�cers can make 
qu�cker, smarter, l�fe-sav�ng dec�s�ons.
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1. Law Enforcement Officers Killed and 
Assaulted 2005, U.S. Department of Just�ce, 
Federal Bureau of Invest�gat�on, October 
2006: Tables 1, 20, and 65, ava�lable at  
www.fb�.gov/ucr/k�lled/2005. 

2. More �nformat�on on Radar Scope �s  
ava�lable at www.darpa.gov/sto/smallun�tops/
radarscope.html. 
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at www.radarv�s�on.com/Sold�erV�s�on/sv.htm. 
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Standards Inst�tute set l�m�ts for the safe 
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less-powerful vers�on �n the Un�ted States. 
The FCC requ�rements also ensure that the 
dev�ces do not �nterfere w�th other commun�-
cat�ons dev�ces.

5. More �nformat�on about RadarV�s�on2 �s ava�l-
able at www.radarv�s�on.com/RadarV�s�on2/
Rv2.htm. 

6. Th�s dev�ce �s cert�f�ed and compl�es w�th Part 
15 of the FCC rules. Part�es us�ng th�s equ�p-
ment must hold a l�cense �ssued by the FCC to 
operate a transm�tter �n the Publ�c Safety Rad�o 
Pool under Part 90 of CFR T�tle 47.

7. Enhanced Tact�cal Entry, ArmorOutlet.com, 
ava�lable at www.armoroutlet.com/AOtact�cal/
AOtac_radar.html. 

8. More �nformat�on on the Xaver™ 800 �s ava�l-
able at www.camero-tech.com/xaver800.shtml. 

9. “The ‘Lectr�c Law L�brary’s Lex�con on 
Ex�gent C�rcumstances,” ‘Lectr�c Law L�brary, 
ava�lable at www.lectlaw.com/def/e063.htm. 

10. Kruger, M., Transparent Urban Structures 
Enabling Capability Program, Off�ce of Naval 
Research, ava�lable at www.onr.navy.m�l/
about/events/docs/83_TUS_Industry_Day_
br�ef.pdf. 

11. More �nformat�on on V�s�bu�ld�ng �s ava�lable 
at www.darpa.gov/sto/smallun�tops/ 
v�s�bu�ld�ng.html. See also Baranosk�, E.J., 
“Urban Operat�ons: The New Front�er for 
Radar,” �n DARPATech 2005 Conference 
Proceed�ngs, DARPA Spec�al Projects Off�ce, 
2005, ava�lable at www.darpa.gov/ 
darpatech2005/presentat�ons/spo/ 
baranosk�.pdf. 

12. For example, see “FY2007 Sol�c�tat�on: 
Sensors and Surve�llance Technolog�es,”  
ava�lable at www.ncjrs.gov/pdff�les1/n�j/
sl000757.pdf.

Without an upfront understanding of the  
legal and health implications posed by TWS 
technology, criminal justice agencies could 
face problems they had not considered— 
problems that may be easily avoided through 
coordination and policy planning.
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